SSL Registry Settings

Windows Registry Editor Version 5.00

; Add and Enable TLS 1.2 for client and server SCHANNEL communications

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\SSL 3.0]
[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\SSL
3.0\Server]

"Enabled"=dword: ffffffff

"DisabledByDefault"=dword: 00000000

; Add and Enable TLS 1.0 for client and server SCHANNEL communications

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\TLS 1.0]
[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\TLS
1.0\Server]

"Enabled"=dword: ffffffff

"DisabledByDefault"=dword: 00000000

; Add and Enable TLS 1.1 for client and server SCHANNEL communications

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\TLS 1.1]
[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\TLS
1.1\Server]

"Enabled"=dword: ffffffff

"DisabledByDefault"=dword: 00000000

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\TLS
1.1\Client]

"Enabled"=dword:00000001

"DisabledByDefault"=dword: 00000000

; Add and Enable TLS 1.2 for client and server SCHANNEL communications

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\TLS 1.2]
[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\TLS
1.2\Server]

"Enabled"=dword: ffffffff

"DisabledByDefault"=dword: 00000000

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\TLS
1.2\Client]

"Enabled"=dword:00000001

"DisabledByDefault"=dword: 00000000

; Disable Multi-Protocol Unified Hello

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\Multi-
Protocol Unified Hello\Server]

"Enabled"=dword: 00000000

"DisabledByDefault"=dword: 00000001

; Disable PCT 1.0

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\PCT 1.0]
[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\PCT
1.0\Server]

"Enabled"=dword:00000000

"DisabledByDefault"=dword: 00000001

; Disable SSL 2.0 (PCI Compliance)

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\SSL
2.0\Server]

"Enabled"=dword:00000000

"DisabledByDefault"=dword: 00000001

; Disable insecure ciphers



[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\DES 56/56]
"Enabled"=dword:00000000

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\NULL]
"Enabled"=dword:00000000

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\RC2 40/128]
"Enabled"=dword: 00000000

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\RC2 56/128]
"Enabled"=dword:00000000

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\RC2 128/128]
"Enabled"=dword: 00000000

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\RC4 40/128]
"Enabled"=dword: 00000000

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\RC4 56/128]
"Enabled"=dword:00000000

[HKEY_ LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\RC4 64/128]
"Enabled"=dword: 00000000

; Enable new secure ciphers

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\RC4 128/128]
"Enabled"=dword: ffffffff

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\Triple DES
168/168]
"Enabled"=dword: ffffffff

[HKEY_LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\AES 128/128]
"Enabled"=dword: ffffffff

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\AES 256/256]
"Enabled"=dword: ffffffff

; Set hashes configuration

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Hashes\MD5]
"Enabled"=dword: ffffffff

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Hashes\SHA]
"Enabled"=dword: ffffffff

; Set KeyExchangeAlgorithms configuration

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\KeyExchangeAlgorithm
s\Diffie-Hellman]
"Enabled"=dword: ffffffff

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\KeyExchangeAlgorithm
s\PKCS]
"Enabled"=dword: ffffffff

; Set cipher suites order as secure as possible (Enables Perfect Forward Secrecy)

[HKEY LOCAL MACHINE\SOFTWARE\Policies\Microsoft\Cryptography\Configuration\SSL\00010002]
"Functions"="TLS ECDHE RSA WITH AES 256 CBC SHA384 P521,TLS ECDHE RSA WITH AES 256 CBC SHA384 P384,T
LS ECDHE RSA WITH AES 256 CBC SHA384 P256,TLS ECDHE RSA WITH AES 256 CBC SHA P521,TLS ECDHE RSA WITH
AES 256 CBC SHA P384,TLS ECDHE RSA | WITH | AES 256 CBC SHA P256,TLS ECDHE RSA WITH - AES 128 CBC SHA256
P521,TLS ECDHE RSA _WITH AES 128 CBC SHA P521, TLS ECDHE_RSA _WITH AES 128 CBC SHA256 P384, TLS ECDHE RS
A WITH AES 128 CBC _SHA256 P256,TLS ECDHE RSA WITH | AES 128 CBC SHA P384, TLS ECDHE RSA _WITH AES 128 CB
C SHA P256,TLS ECDHE ECDSA WITH AES 256 _GCM SHA384 P521,TLS ECDHE ECDSA | WITH AES 256 GCM SHA384 P384
TLS ECDHE _ ECDSA WITH | AES 128 GCM SHA256 P521, TLS ECDHE ECDSA WITH | AES 128 GCM SHA256 P384, TLS ECDHE
ECDSA WITH | AES 128 GCM SHA256 P256,TLS ECDHE ECDSA WITH | AES 256 CBC SHA384 P521, TLS ECDHE ECDSA WIT
H | AES_ 256 CBC SHA384 P384, TLS ECDHE ECDSA WITH | AES 256 CBC SHA P521, TLS ECDHE ECDSA | WITH AES 256 CBC
_SHA P384, TLS ECDHE _ ECDSA WITH | AES 256 CBC_SHA P256, TLS ECDHE ECDSA WITH - AES 128 CBC SHA256 P521,TLS
ECDHE_ECDSA | WITH AES 128 CBC_SHA256 P384,TLS ECDHE ECDSA WITH - AES 128 CBC SHA256 P256,TLS ECDHE ECD
SA WITH AES 128 CBC SHA P521, TLS ECDHE ECDSA WITH AES 128 CBC SHA P384, TLS ECDHE ECDSA WITH | AES 128
CBC SHA P256,TLS DHE DSS - WITH AES 256 CBC SHA256 TLS DHE DSS WITH AES 256 CBC SHA, TLS | DHE DSS WITH A
E571287CBC75HA256 TLSiDHE7D557WITH7AE571287CBCisHA TLSiDHE7D557WITH73DESiEDE7CBC75HA TLSiRSA7WITH7AE
S 256 CBC SHA256,TLS RSA WITH AES 256 CBC SHA,TLS RSA WITH AES 128 CBC SHA256,TLS RSA WITH AES 128 C



BC_SHA,TLS RSA WITH RC4 128 SHA,TLS RSA WITH 3DES EDE_CBC SHA"
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